HTTP and SMTP Transport

General

 

Overview�This section describes the method to be used when transporting SET messages via the HTTP and SMTP protocols.  These methods are provided to ensure a guaranteed baseline set of interoperable transport mechanisms.  It is anticipated that other supporting electronic commerce protocols (e.g. shopping, price negotiation, payment selection, etc.) will be available by the time SET completes its prototype phase. Such protocols are expected to supplant the mechanism described here.



The methods described below are intended primarily for use on the link between the cardholder and the merchant.   Consequently, the discussion and examples below generally take the cardholder-merchant perspective.   However, these methods should work equally well between merchants and acquirers with little or no change.   The methods described below may be used on any SET transport link.�� 

Caveat�SET is exclusively a payment protocol. This exclusive scope raises a number of issues for implementations during the initial prototype phase, when supporting electronic commerce protocols are not yet widely available.��

�Issues

 

SET initiation

mechanism�One issue is the mechanism for initiating a SET transaction.  Because SET is a payment protocol, its scope is explicitly restricted to the core payment transaction (payment request or payment-related certificate registration). However, SET does not specify how a SET transaction is initiated. A payment request, for example, could be initiated by a shopping application, through a payment selection protocol, or directly by a cardholder using a SET-aware Web browser.

In the short term, implementations of shopping protocols and applications, payment selection protocols, or SET-aware browsers may not be widely available. In their absence, a minimal mechanism may be needed to provide SET implementations a common, interoperable methodology and to allow them to work with currently available shopping mechanisms. This section describes one such a minimal mechanism (a “SET initiation” message), which supports initiation of SET transactions over the World Wide Web and through electronic mail.�� Continued on next page
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Order

description�Another issue is the communication of the order description in a payment request. In order to minimize the use of encryption and more easily comply with government export controls, SET explicitly does not communicate privacy-sensitive information such as the order description (OD).  The exchange of such information falls within the scope of other electronic commerce protocols (i.e. shopping protocols).  SET explicitly defers the communication of shopping-related information to such protocols.

However, in order to initiate a SET payment, the merchant and cardholder shall agree on a description of the order (the order description, or OD) and the amount of the purchase. This data shall be available to the SET application. At present, there is neither a standardized mechanism for accumulating the OD at the cardholder computer nor for transmitting the OD and purchase amount from the merchant to the cardholder.

Eventually, shopping applications and protocols may exist that allow the cardholder to accumulate ODs on their local machine over the course of a shopping session or that allow them to exchange this information with the merchant securely and privately. Until these other supporting electronic commerce protocols and applications become available, merchants should coordinate purchase information with the cardholder by sending it to the cardholder in the “SET initiation” message, using the structure described later in this section.��

Summary�This “SET initiation” message is not a formal component of SET.  It provides a minimal method of integrating SET into shopping environments based on the World Wide Web.  It acts as a bridge between the World Wide Web and SET.  Until other mechanisms become commonly available, the methods described in this section shall be the required minimum for software that claims to support HTTP or SMTP transport for SET messages.��

�Organization

 

Structure of

appendix�This appendix describes the use of a minimal mechanism to initiate SET transactions and to communicate order information to the cardholder SET application.

The discussion unfolds in three stages:

Overall structure of the minimal SET initiation message

Specific information for particular types of transactions (payment request, payment inquiry, certificate registration, and certificate query)

Sample scenarios demonstrating the intended operation of the mechanism over the World Wide Web and through electronic mail�� 

�Overall Structure

 

Overview of

MIME

encapsulation�The minimal SET initiation message is encapsulated using MIME conventions. MIME encapsulation allows the message to be identified and processed appropriately by MIME-aware applications such as mail readers and Web browsers. A Web browser, for example, could automatically start up a SET helper application to process data identified as a SET initiation message.

MIME is an IETF standard (RFC 1521) for structuring messages that carry data of arbitrary types. MIME messages are not restricted to text. For example, they can carry GIF images, PostScript documents, or application-specific documents such as a spreadsheet or a word-processing document. Such data is conceptually wrapped inside a MIME envelope, which identifies its type and other meta-information such as length and transfer encoding.

Structurally, a MIME message contains a header and a body. The body consists of the content of a MIME message. The header contains meta-information, in the form of key-value header fields that describe the message content. The header conceptually forms the “envelope” of a MIME message, while the body may be considered as being carried within the envelope.

MIME is a recursive format. A MIME message (header and body both) may itself be wrapped inside an outer MIME envelope. In such a case, the inner MIME envelope describes the content of the inner MIME message; the outer envelope describes the inner MIME message as a whole, including the inner MIME envelope. For example, the Content-Length field of the outer MIME envelope covers both the header and body of the inner MIME message. The Content-Length field of the inner MIME envelope, on the other hand, covers only the body of the inner message.

A variant of this “MIME-in-MIME” structure is used for encapsulated SET initiation messages. The SET initiation message is itself structured as a MIME message, including its own header and body. The encapsulated SET initiation message is therefore structured as an inner MIME message within an outer MIME message. The inner MIME message is the SET initiation message itself, with the inner MIME envelope conveying meta-information appropriate for the particular SET transaction. In a payment request, for example, the inner message body carries the order description and the Content-Type of the inner envelope for a payment request identifies the type of the enclosed order description. The outer MIME envelope describes the SET initiation message itself, with its Content-Type identifying the contents as a SET initiation message.

The structure of the minimal SET initiation message will be described more fully in following sections. Further information about SET’s usage of MIME may also be found in Part 1: Chapter 3, Section 3. of the programmer’s guide.��Continued on next page
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MIME type�MIME messages contain a Content-Type header field describing the type of the enclosed message contents. This type is known as a “MIME type” or “media type.” The structure and definition of the Content-Type field is given in RFC 1521. Briefly, its value is a string containing the type and subtype of the message contents. The type and subtype values are string tokens separated by an ASCII slash (‘/’) character. These may optionally be followed with type parameters.

The minimal SET initiation message is described by a MIME type whose overall type is application, with a subtype that differs for the payment and registration cases. No type parameters are currently specified. The subtype is different for the payment and registration cases in order to allow the use of separate SET applications for those two cases. Both MIME types can be mapped to the same SET application, if that application handles both the payment and registration cases.

The specific MIME subtypes shall be set-payment-initiation for the payment case (PInitReq and InqReq) and set-registration-initiation for registration (CardCInitReq and CertReq). IANA has formally approved these MIME types. 

The MIME types for initiation differ from the primary MIME application types used for SET payment and certificate registration messages (set-payment and set-registration respectively). Different types are used in order to allow the initiation messages to invoke applications other than the payment or registration applications used to handle the formal SET protocol. For example, application/set-payment-initiation may invoke a shopping (rather than payment) application. Implementations may optionally map the secondary MIME types to the same helper applications as the main SET MIME types.�� 

MIME transfer

encoding�The minimal SET initiation message is itself structured as a well-formed MIME message, with its own type and content encoding as described in the following section. Because the initiation message is encapsulated as the body of a MIME message, the overall effect is that of a MIME message (the initiation message) inside another MIME message (the wrapper whose MIME type triggers the appropriate helper application).

In accordance with MIME conventions for a MIME message encapsulating another MIME message, the outer MIME message shall be encoded as binary, 7-bit, or 8-bit (if it contains only plain ASCII characters) or as binary; the latter permits the order description to contain any kind of application-specific data.��Continued on next page
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Message structure, general�The SET initiation message is itself structured as a well-formed MIME message, composed of a header (which contains transaction meta-information) and a body (which contains the order description in the payment case). The body may be empty.  For SET initiation messages, the message body should be empty for all cases except that of payment.  

The header fields follow the same generic format given by Section 3.1 of RFC 822. Each field consists of a name followed by a colon (“:”), a single space (SP, ASCII 20 hex) character, and the value. Field names are not sensitive to case, but field values may be.  Field values are terminated by the end of the line (CRLF, ASCII 0D 0A hex).

Long field values may be expressed using multiple lines.  Continuation lines are prefixed with a sequence of at least one linear whitespace character: space (SP, ASCII 20 hex) or horizontal tab (HT, ASCII 09 hex).

An empty line (CRLF alone) separates the header from the body.

In the WWW context, the only required fields are X-SET-WakeUp-Type and X-SET-SET-URL. Other fields are optional, and implementations may define additional types of fields.

Many fields do not apply in the electronic mail context.

It is expected that values for fields that are not present will be obtained through other means, for instance by requesting the cardholder to enter this information or by obtaining the information from the local disk. In addition, SET applications are not required to use the values that come from this message. Further, there are no limitations on what can be included in this message. As in HTML, applications encountering unrecognized fields should ignore them.��

�

MIME Formats

 

Purpose�This section provides a brief overview of MIME headers and encoding methods and describes the standard SET MIME encapsulation.  The reader is encouraged to supplement this description with the information provided in RFCs 1521 and 1522.�� 

Benefits�MIME began as a standard set of extensions to regular Internet mail that enabled it to combine data of varying types (e.g., audio, video, raw binary) within E-mail messages using a portable and backwards-compatible format. As a result of its flexibility in handling new formats, the MIME standard has since been adopted by the World Wide Web community as the method for specifying the content type and encoding during transmission.  Specifying a standard MIME description and encoding provides a method for enabling existing Web browsers and MIME enabled E-mail readers to support SET transactions.�� 

MIME Version�Mime messages contain a declaration of the version of MIME used to encode the document.   The version number indicates properties of the MIME encapsulation and supported feature sets.  Presently, MIME v1.0 is the only version of MIME that is widely supported and accepted.    The MIME version of a message is indicated by the Mime-Version header field.  SET implementations shall support MIME version 1.0 and, when appropriate, indicate MIME version 1.0 in the header field of the MIME message.



In the case of HTTP transport, it is common practice to use a more loosely defined variant of MIME encapsulation.   This HTTP form accepts any line termination convention, does not limit lines, and does not accept the Content-Transfer-Encoding.   SET software shall support decoding of the HTTP variant and may support encoding.



SET implementations may support other MIME versions (e.g., S/MIME and MIME v1.1).  However, they shall not in anyway assume support for these newer versions.

   ��

Content type�The content type describes the general category of the data (e.g., text, audio, image, video, or application).  A sub-type may also be given.  Typically, the sub-types are used to specify format of the data. In the case of the application type, the sub-type is commonly used to specify a particular application for the described data.  The SET content type shall fall into the application MIME type. 

���application/set-payment

application/set-payment-initiation

application/set-registration

application/set-registration-initiation

��Continued on next page
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Transfer encoding�The transfer encoding specifies the encoding used to prepare the data for transmission so that it may be decoded upon arrival. Transfer encoding is particularly important for transmitting raw binary data via electronic mail: Many older mail gateways handle only plain text data properly, garbling any binary data that passes through them.  The transfer-encoding field allows binary data to be encoded for transmission through even the most limited mail gateways. One common MIME encoding scheme is Base-64, which translates raw binary data into the 64 most commonly supported characters and back again.  Note: many web applications do not recognize transfer-encoding as an option.  In these cases, binary is the assumed encoding. 

�� 

International Character Sets�Implementations shall support both US-ASCII and Unicode.  In case of Unicode, the receiver shall behave gracefully if the character set cannot fully be displayed.



MIME headers shall support US-ASCII. Others are not excluded if MIME permits and the communicating parties can negotiate appropriately.

�� 

Multipart Mime�SET implementations shall support single-part MIME messages. SET software may support multi-part messages but shall not in anyway assume support for multi-part messages by other SET software. Multi-part MIME messages may be supported on connections over which the message encoding can be negotiated out-of-band, prior to SET transactions.��

Headers�SET Messages, in their unencoded original form, exist as binary data. Thus typical SET message MIME headers might be as follows:

Web browser case:	Mail reader case:

MIME-Version: 1.0	MIME-Version: 1.0

Content-type: application/set-payment	Content-type: application/set-payment

HTTP-Version 1.0	Content-transfer-encoding: base64

Content-Encoding: binary��

�Payment Overview

 

Initiation and

payment

flows�The following diagram illustrates the use of the minimal initiation message for payment transactions:��

�EMBED Unknown�����Initiation message (payment request)����PInitReq����PInitRes����PReq����PRes����Initiation message (payment inquiry)����InqReq����InqRes���� 

Initiation

messages�In this diagram, two initiation messages are sent from the merchant to the cardholder. For the WWW case, these messages are typically sent by a merchant Web server in response to a cardholder’s explicit request during an interactive Web session (e.g., by clicking a “Pay” button on a Web page).��Continued on next page
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1st message�The first initiation message triggers the cardholder application, which initiates the payment transaction by sending the PinitReq message to the merchant. Processing continues through the PRes. If the authorization for the transaction has been fully processed at that point, the result of the authorization is returned in the PRes and the transaction is concluded.�� 

2nd message�The second initiation message is used when authorization has not been fully concluded at the time that the merchant sends the PRes to the cardholder. In that case, the cardholder software shall query the merchant later for the result of the authorization.  If that query is signaled interactively during a Web session, the merchant Web server will send the second initiation message to the cardholder (as indicated in the diagram). That initiation message again triggers the cardholder application, this time to initiate a payment inquiry (by sending InqReq to the merchant).�� 

Caveat�Initiation messages need not be used in the electronic mail case, where cardholder software is more likely to initiate payment transactions without prompting from the merchant. Similarly, initiation messages are not required in the Web case if the cardholder triggers requests directly using the cardholder SET application rather than indirectly through the merchant’s Web page.

A more detailed discussion of SET payment flows may be found in Book II: Part III.��Continued on next page
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Example initiation messages�A typical payment initiation message might be:

MIME-Version: 1.0

X-SET-WakeUp-Type: PInitReq

Content-Type: text/plain

Content-Length: 67

X-SET-PurchAmt: 840,250,-2

X-SET-LID_M: A53F49

X-SET-SET-URL: http://www.merchant.com/payment

X-SET-Query-URL: http://www.merchant.com/pay-query

X-SET-Success-URL: http://www.merchant.com/pay-completion.html

X-SET-Failure-URL: http://www.merchant.com/pay-failure.html

X-SET-Cancel-URL: http://www.merchant.com/cancel-order.html

X-SET-Brand: brand1 <http://www.brand1.com/logo.gif>

X-SET-Brand: brand2 <http://www.brand2.com/logo.gif>



1 jar of peanut butter

1 jar of grape jelly

1 loaf of white bread

A MIME-encapsulated form of the above message is:

MIME-Version: 1.0

Content-Type: application/set-payment-initiation

Content-Length: 605

Content-Transfer-Encoding: binary



MIME-Version: 1.0

X-SET-WakeUp-Type: PInitReq

Content-Type: text/plain

Content-Length: 67

X-SET-PurchAmt: 840,250,-2

X-SET-LID_M: A53F49

X-SET-SET-URL: http://www.merchant.com/payment

X-SET-Query-URL: http://www.merchant.com/pay-query

X-SET-Success-URL: http://www.merchant.com/pay-completion.html

X-SET-Failure-URL: http://www.merchant.com/pay-failure.html

X-SET-Cancel-URL: http://www.merchant.com/cancel-order.html

X-SET-Brand: brand1 <http://www.brand1.com/logo.gif>

X-SET-Brand: brand2 <http://www.brand2.com/logo.gif>



1 jar of peanut butter

1 jar of grape jelly

1 loaf of white bread��

�Payment Request Fields

 

WakeUp type�The X-SET-WakeUp-Type field specifies the SET message that should be sent by the cardholder in response to the initiation message.

The field value shall be PInitReq for a payment request.�� 

Order description (body)�In the case of payment request, the order description (OD) is passed as the body of the initiation message. The order description may take any form, from plain text to application-specific spreadsheets.  All SET implementations shall support plain text, in order to provide a least-common-denominator format for interoperability.  Other encodings may be supported.

The order description shall satisfy MIME requirements. In particular, order descriptions typed as text shall use CRLF as the line terminator irrespective of native platform conventions.  The final line of an order description typed as text may be terminated with a CRLF but is not required to be.

SET ensures that the customer and merchant agree on this order description by including a hash of the OD in the PReq message. Specifically, all bytes in the inner message body are hashed, from the first character after the double CRLF that ends the inner MIME header through the end of the body.  If a Content-Length field is specified, it covers exactly the same bytes as are hashed.�� 

Content type (optional)�The MIME content-type field specifies the media type of the order description body. The field value shall take the same form as in MIME: a type followed by a slash (“/”) and a subtype, optionally followed by media type parameters.

If the content-type field is omitted, the default value of text/plain is assumed. If the charset parameter is omitted for a text type, the default character set of US-ASCII shall be assumed.�� 

Content length (optional)�The content-length field specifies the number of bytes in the order description body. As in HTTP, the count starts immediately after the empty line (double CRLF) separating the header from the order description.

If the content-length field is omitted, the order body extends from immediately after the double CRLF to the end of the connection.  In the Web case, if the content-length is absent, the merchant shall then indicate the end of the order description by closing the connection after the last byte is transmitted.��Continued on next page
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Payment amount 

(optional)�The X-SET-PurchAmt field is expressed in terms of the same three components (currency, amount, and amtExp10) used in the SET payment messages. Those components are specified as comma-delimited elements in the field value, i.e.

	X-SET-PurchAmt: currency, amount, amtExp10

where currency, amount, and amtExp10 are numeric ASCII strings described further below. The elements shall appear in the specified order (currency, amount, amtExp10). Linear whitespace is permitted both before and after the delimiting commas.

The currency value shall be a numeric ASCII string specifying the three-digit ISO 4217 currency code. For example, a payment denominated in U.S. currency will have a currency value of “840”.

The amount value shall be a numeric ASCII string representing the amount of the payment, specified in terms of the stated currency.

The amtExp10 value shall be a numeric ASCII string representing an exponent base 10 such that

	Amount * (10 ** amtExp10)

is the amount’s value in the minor unit of the specified currency.  If the specified currency does not have a minor unit, then

	amount * (10 ** amtExp10)

shall be the value in the major unit of the specified currency.

The amount and amtExp10 values shall be in canonical form, satisfying the following constraints:

If no minor unit of currency applies, amtExp10 shall be 0.

Otherwise, an amount expressed in terms of the minor unit of currency may be multiplied by (10 ** amtExp10) to yield the same amount expressed in terms of the major unit of currency.

For example, the U.S. currency has the dollar as the major unit and the cent as the minor unit. Because 100 cents may be multiplied by (10 ** -2) to yield the equivalent amount of one dollar, amtExp10 shall be -2. The value of $2.50 in U.S. dollars shall therefore be expressed as

X-SET-PurchAmt: 840,250,-2

SET ensures that the customer and merchant agree on this amount by including it with the OD hash in the Preq message.

If the X-SET-PurchAmt field is not present, the SET application is assumed to have obtained the payment amount through other means.��Continued on next page
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LID_M (optional)�X-SET-LID_M is an optional field containing the merchant’s label identifying the transaction.  It may be used by the merchant as an order number to associate the payment with other information.  It shall be expressed as a hexadecimal string in ASCII.  If provided, this value shall be converted to binary form and copied into the LID_M field of the payment initiation request (PInitReq) and subsequent payment messages.�� 

URL fields�Five URL fields are defined.  These are meaningful only in the WWW context and may be omitted in other environments.

The X-SET-SET-URL and X-SET-Query-URL attributes give addresses to be used for sending the SET payment messages and for any subsequent payment inquiry (InqReq) messages.  X-SET-SET-URL is required in the WWW environment.  X-SET-Query-URL is optional; if X-SET-Query-URL is not supplied by the merchant, the cardholder software shall assume that it is the same as X-SET-SET-URL.

The other three URLs specify which WWW pages shall be retrieved by the cardholder software after SET is finished: one for the case where the payment completes successfully; one to handle the situation where the cardholder cancels the payment; and a third to be used when an error occurs in the processing of the payment messages. These URLs provide for smooth transition to merchant-controlled WWW pages for each of these three situations.  X-SET-Success-URL is required; the other two are optional.  If X-SET-Failure-URL or X-SET-Cancel-URL are omitted, the cardholder software shall assume these are the same as X-SET-Success-URL.

The URL fields may be repeated with different values. If so, the different values are regarded as alternatives, which the cardholder software may choose between as desired.  The order of such alternatives does not imply an order of preference.

For example, a merchant that supports SET through HTTP and SSL could specify

X-SET-SET-URL: http://www.merchant.com/payment

X-SET-SET-URL: https://www.merchant.com/payment

WWW-based SET applications shall support at least HTTP; other protocols are optional. If HTTP is used, the cardholder software shall use the POST method to send encapsulated SET messages to the X-SET-SET-URL and X-SET-Query-URL. The cardholder software is expected (but not required) to use the GET method with the X-SET-Success-URL, X-SET-Failure-URL, and X-SET-Cancel-URL.

The merchant URLs are explicitly allowed to encode state in query strings. Such encoded state may enable generation of success, failure, and cancel pages that are customized for the transaction at hand.��Continued on next page
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Brand 

(optional)�The X-SET-Brand field is used to convey a card brand accepted by the merchant. It may be repeated for each brand that the merchant accepts. The SET application may read the X-SET-Brand fields and display to the user the set of cards that match a brand ID on the brand list and allow the user to select a card for payment. The application may also display the brand logos beside each applicable merchant-accepted card.

The X-SET-Brand value shall be a brand ID followed optionally by the URL of the brand logo. The brand ID shall be expressed in the format defined for brandIDs in SET certificates (“brand[:product]”). The optional logo URL shall contain a pointer to a logo image file on the Internet.  It is delimited by angle brackets on either side. For example:

X-SET-Brand: brandID <http://brand.com/logo.gif>

GIF is the suggested encoding for brand logos.��

Recurring�Total�Trans (optional)�The X-SET-RecurringTotalTrans field is used to authorize payment in installments (such as split shipments).

The value shall be a numeric ASCII string specifying the maximum number of permitted authorizations.

This field is mutually exclusive with the X-SET-Recurring field.

If the X-SET-RecurringTotalTrans field is specified, the X-SET-PurchAmt field shall specify the total amount of all authorized installments.��Continued on next page
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Recurring� (optional)�The X-SET-Recurring field is used to authorize recurring payments. The field value is a comma-delimited two-element list, specifying values for the recurringFrequency and recurringExpiry. I.e.,

	X-SET-Recurring: recurringFrequency, recurringExpiry

The elements shall appear in the specified order recurringFrequency, recurringExpiry. Linear whitespace is permitted both before and after the delimiting commas.

The value of recurringFrequency shall be a numeric ASCII string specifying the maximum rate (in days) between authorizations.

The value of recurringExpiry shall be an ASCII string specifying the final date, after which no further authorizations are permitted. The string shall follow the ASN.1 syntax for GeneralizedTime, with the restriction that local times are not permitted. This restriction avoids ambiguity when the merchant and cardholder are located in different time zones.

An example X-SET-Recurring field is

X-SET-Recurring: 31, 199602232106Z

The X-SET-Recurring field is mutually exclusive with the X-SET-RecurringTotalTrans field.

If the X-SET-Recurring field is specified, the X-SET-PurchAmt field shall specify the total amount of all authorized installments.��Continued on next page
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Recurring

Expiry

formats�In brief, the recurringExpiry string shall be in one of two formats:

UTC time.��A string representing the calendar date and UTC time, in the format YYYYMMDDHHMM[SS[.f[f[f]]]] followed by a literal upper-case letter Z. That is, the string should consist of a four-digit representation of the year, a two-digit representation of the month, a two-digit representation of the day in the month, a two-digit representation of the hour (on a 24-hour clock), a two-digit representation of the minutes after the hour, an optional representation of the seconds after the minute, and a literal upper-case letter Z.��If present, the seconds field shall be a two-digit representation of the seconds followed optionally by a representation of fractional seconds. Fractional seconds are indicated by either a decimal comma or decimal point, followed by one to three digits.��No separators are used aside from the decimal comma or decimal point in the optional representations of fractional seconds.��Examples:��	199602232106Z�	19960223210630Z�	19960223210630.123Z

Difference between local and UTC times��A string representing the calendar date and local time (in the format given above), followed by a representation of the time differential between local and UTC times. The time differential is given by a sign character (‘+’ or ‘-‘) followed by a string in the format of HHMM (two digits for hours followed by two digits for minutes).��Examples (local time 8 hours behind in relation to UTC time):��	199602232106-0800�	19960223210630-0800�	19960223210630.123-0800

��Continued on next page
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Note�The minimal payment initiation mechanism assures neither the integrity nor the privacy of the purchase information. This is beyond SET’s scope, which is explicitly limited to payment authorization data. It is hoped that other protocols will develop to provide this functionality. It is recommended that SET applications display the OD and amount to the cardholder to permit verification before committing to the payment.�� 

�Payment Inquiry Fields

 

WakeUp type�The X-SET-Wakeup-Type field specifies the SET message that shall be sent by the cardholder in response to the initiation message.

The field value shall be InqReq for a payment inquiry.�� 

Content type (optional)�The MIME content-type field specifies the media type of the message body. The field value shall take the same form as in MIME: a type followed by a slash (“/”) and a subtype, optionally followed by media type parameters. 

If the content-type field is omitted, the default value of text/plain is assumed. If the charset parameter is omitted for a text type, the default character set of US-ASCII is assumed.�� 

Content length (optional)�The content-length field specifies the number of bytes in the message body. As in HTTP, the count starts immediately after the empty line (double CRLF) separating the header from the message body.

For payment inquiries, the initiation message typically does not carry a message body. The value of the content-length field is therefore typically zero for payment inquiries.

If the content-length field is omitted, the message body (if present) extends from immediately after the double CRLF to the end of the connection.  In the Web case, if the content-length is absent, the merchant shall then indicate the end of the message body by closing the connection after the last byte is transmitted.��Continued on next page
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URL fields�Five URL fields are defined.  These are meaningful only in the WWW context and may be omitted in other environments.

The X-SET-SET-URL and X-SET-Query-URL attributes give addresses to be used for sending the SET payment messages and for any subsequent payment inquiry (InqReq) messages.  X-SET-SET-URL is necessary in the WWW environment.  X-SET-Query-URL is optional; if X-SET-Query-URL is not supplied by the merchant, the cardholder software should assume that it is the same as X-SET-SET-URL

The other three URLs specify which WWW pages should be retrieved by the cardholder software after SET is finished: one for the case where the inquiry completes successfully; one for the situation where the cardholder cancels the payment; and a third to be used when an error occurs in the processing of the inquiry message. These URLs provide for smooth transition to merchant-controlled WWW pages for each of these three situations.  X-SET-Success-URL is required; the other two are optional.  If X-SET-Failure-URL or X-SET-Cancel-URL are omitted, the cardholder software should assume these are the same as X-SET-Success-URL.

The URL fields may be repeated with different values. If so, the different values are regarded as alternatives, which the cardholder software may choose between as desired. The order of such alternatives does not imply an order of preference.

For example, a merchant that supports SET through HTTP and SSL could specify

X-SET-SET-URL: http://www.merchant.com/payment

X-SET-SET-URL: https://www.merchant.com/payment

WWW-based SET applications should support at least HTTP; other protocols are optional. If HTTP is used, the cardholder software should use the POST method to send encapsulated SET messages to the X-SET-SET-URL and X-SET-Query-URL. The cardholder software is expected (but not required) to use the GET method with the X-SET-Success-URL, X-SET-Failure-URL, and X-SET-Cancel-URL.

The merchant URLs are explicitly allowed to encode state in query strings. Such encoded state may enable generation of success, failure, and cancel pages that are customized for the transaction at hand.��Continued on next page
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LID_C (optional)�X-SET-LID_C is an optional field containing the cardholder’s label identifying the transaction.  It may be used by the cardholder as an order number to associate the payment with other information.  It shall be expressed as a hexadecimal string in ASCII. If provided, this value shall be converted to binary form and copied into the LID_C field of the payment inquiry request (InqReq).

If this field is not specified, the cardholder software is assumed to have obtained the value of LID_C through other means. E.g., the cardholder software could ask the cardholder to select which currently outstanding transaction shall be the subject of the inquiry.�� 

XID (optional)�X-SET-XID is an optional field containing a globally unique ID identifying the transaction. It shall be expressed as a hexadecimal string in ASCII. If provided, this value shall be converted to binary form and copied into the XID field of the payment inquiry request (InqReq).

If this field is not specified, the cardholder software is assumed to have obtained the value of XID through other means. E.g., the cardholder software could ask the cardholder to select which currently outstanding transaction shall be the subject of the inquiry.�� 

LID_M (optional)�X-SET-LID_M is an optional field containing the merchant’s label identifying the transaction.  It may be used by the merchant as an order number to associate the payment with other information.  It shall be expressed as a hexadecimal string in ASCII. If provided, this value shall be converted to binary form and copied into the LID_M field of the payment inquiry request (InqReq).

If this field is not specified, the cardholder software is assumed to have obtained the value of LID_M through other means. E.g., the cardholder software could ask the cardholder to select which currently outstanding transaction shall be the subject of the inquiry.�� Continued on next page
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PaySysID (optional)�X-SET-PaySysID is an optional field containing a unique identifier used by some associations for the transaction from the time of authorization onward. It shall be expressed as a hexadecimal string in ASCII. If provided, this value shall be converted to binary form and copied into the PaySysID field of the payment inquiry request (InqReq).

If this field is not specified, the cardholder software is assumed to have obtained the value of PaySysID through other means.  E.g., the cardholder software could ask the cardholder to select which currently outstanding transaction should be the subject of the inquiry.��

�Certificate Registration Overview

 

Initiation and registration flows�The following diagram illustrates the use of the minimal initiation message for certificate registration transactions:��

�EMBED Unknown�����Initiation message (registration request)����CardCInitReq����CardCInitRes����RegFormReq����RegFormRes����Initiation message (registration inquiry)����CertReq����CertRes���� 

Initiation

messages�In this diagram, two initiation messages are sent from the Cardholder Certificate Authority (CCA) to the cardholder. For the WWW case, these messages are typically sent by a CCA Web server in response to a cardholder’s explicit request during an interactive Web session (e.g., by clicking a “Register” button on a Web page).��Continued on next page

��styleref "Map Title"�Certificate Registration Overview�, continued

 

1st message�The first initiation message triggers the cardholder application, which initiates the registration transaction by sending the CardCInitReq message to the CCA. Processing continues through the RegFormRes.�� 

2nd message�The second initiation message is used when the cardholder triggers the certificate inquiry interactively during a Web session with the CCA. In that case, the CCA Web server will send the second initiation message to the cardholder (as indicated in the diagram). That initiation message again triggers the cardholder application, this time to initiate a registration inquiry (by sending CertReq to the CCA).�� 

Caveat�Initiation messages need not be used in the electronic mail case, where cardholder software is more likely to initiate registration transactions without prompting from the CCA. Similarly, initiation messages are not required in the Web case if the cardholder triggers requests directly using the cardholder application rather than indirectly through the CCA’s Web page.

A more detailed discussion of SET registration flows may be found in Part 2 of this programmer’s guide.��Continued on next page
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Example initiation messages�A typical registration initiation message might be:

MIME-Version: 1.0

X-SET-WakeUp-Type: CardCInitReq

Content-Type: text/plain

Content-Length: 0

X-SET-SET-URL: http://www.CCA.com/registration

X-SET-Query-URL: http://www.CCA.com/register-query

X-SET-Success-URL: http://www.CCA.com/register-completion.html

X-SET-Failure-URL: http://www.CCA.com/register-failure.html

X-SET-Cancel-URL: http://www.CCA.com/cancel-order.html

X-SET-Brand: brand1 <http://www.brand1.com/logo.gif>

X-SET-Brand: brand2 <http://www.brand2.com/logo.gif>

A MIME-encapsulated form of the above message is:

MIME-Version: 1.0

Content-Type: application/set-registration-initiation

Content-Length: 485

Content-Transfer-Encoding: binary



MIME-Version: 1.0

X-SET-WakeUp-Type: CardCInitReq

Content-Type: text/plain

Content-Length: 0

X-SET-SET-URL: http://www.CCA.com/registration

X-SET-Query-URL: http://www.CCA.com/register-query

X-SET-Success-URL: http://www.CCA.com/register-completion.html

X-SET-Failure-URL: http://www.CCA.com/register-failure.html

X-SET-Cancel-URL: http://www.CCA.com/cancel-order.html

X-SET-Brand: brand1 <http://www.brand1.com/logo.gif>

X-SET-Brand: brand2 <http://www.brand2.com/logo.gif>

Note that the body of the inner MIME message is empty. In conformance with the general structure of messages given in RFC 822, the inner MIME message may end with the final header line—an additional empty line is not required, as no body exists that requires separation from the header.

However, the last line of the inner MIME message (a header field) shall be terminated with a CRLF to conform to RFC 822 header field requirements.  The content-length field in the outer MIME message shall count this final CRLF in its count (485 in this example).�� 

�Certificate Registration Fields

 

WakeUp type�The X-SET-Wakeup-Type field specifies the SET message that shall be sent by the cardholder in response to the initiation message.

The field value shall be CardCInitReq for certificate registration.�� 

Content type (optional)�The MIME content-type field specifies the media type of the message body. The field value shall take the same form as in MIME: a type followed by a slash (“/”) and a subtype, optionally followed by media type parameters. 

If the content-type field is omitted, the default value of text/plain is assumed. If the charset parameter is omitted for a text type, the default character set of US-ASCII is assumed.�� 

Content length (optional)�The content-length field specifies the number of bytes in the message body. As in HTTP, the count starts immediately after the empty line (double CRLF) separating the header from the message body.

For certificate registration, the initiation message typically does not carry a message body. The value of the content-length field is therefore typically zero for certificate registration.

If the content-length field is omitted, the message body (if present) extends from immediately after the double CRLF to the end of the connection.  In the Web case, if the content-length is absent, the CCA shall  then indicate the end of the message body by closing the connection after the last byte is transmitted.��Continued on next page
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URL fields�Five URL fields are defined.  These are meaningful only in the WWW context and may be omitted in other environments.

The X-SET-SET-URL and X-SET-Query-URL attributes give addresses to be used for sending the SET registration messages and for any subsequent certificate inquiry (CertInqReq) messages.  X-SET-SET-URL is necessary in the WWW environment.  X-SET-Query-URL is optional; if X-SET-Query-URL is not supplied by the CCA, the cardholder software should assume that it is the same as X-SET-SET-URL

The other three URLs specify which WWW pages should be retrieved by the cardholder software after SET is finished: one for the case where the registration request completes successfully; one for the situation where the cardholder cancels the registration request; and a third to be used when an error occurs in the processing of the registration messages. These URLs provide for smooth transition to CCA-controlled WWW pages for each of these three situations.  X-SET-Success-URL is required; the other two are optional.  If X-SET-Failure-URL or X-SET-Cancel-URL are omitted, the cardholder software should assume these are the same as X-SET-Success-URL.

The URL fields may be repeated with different values. If so, the different values are regarded as alternatives, which the cardholder software may choose between as desired. The order of such alternatives does not imply an order of preference.

For example, a CCA that supports SET through HTTP and SSL could specify

X-SET-SET-URL: http://www.CCA.com/registration

X-SET-SET-URL: https://www.CCA.com/registration

WWW-based SET applications should support at least HTTP; other protocols are optional. If HTTP is used, the cardholder software should use the POST method to send encapsulated SET messages to the X-SET-SET-URL and X-SET-Query-URL. The cardholder software is expected (but not required) to use the GET method with the X-SET-Success-URL, X-SET-Failure-URL, and X-SET-Cancel-URL.

The CCA URLs are explicitly allowed to encode state in query strings. Such encoded state may enable generation of success, failure, and cancel pages that are customized for the transaction at hand.��Continued on next page
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Brand 

(optional)�The X-SET-Brand field is used to specify the brand of card being registered, as well as an optional brand logo that may be displayed to the cardholder to identify the brand.

The X-SET-Brand value should be a brand ID followed optionally by the URL of the brand logo. The brand ID should be expressed in the format defined for brandIDs in SET certificates (“brand[:product]”). The optional logo URL should contain a pointer to a logo image file on the Internet.  It is delimited by angle brackets on either side. For example:

X-SET-Brand: brandID <http://brand.com/logo.gif>

GIF is the suggested encoding for brand logos.�� 

�Certificate Inquiry (Registration) Fields

 

WakeUp type�The X-SET-Wakeup-Type field specifies the SET message that shall be sent by the cardholder in response to the initiation message.

The field value shall be CertInqReq for a certificate inquiry request.�� 

Content type (optional)�The MIME content-type field specifies the media type of the message body. The field value shall take the same form as in MIME: a type followed by a slash (“/”) and a subtype, optionally followed by media type parameters. 

If the content-type field is omitted, the default value of text/plain is assumed. If the charset parameter is omitted for a text type, the default character set of US-ASCII is assumed.�� 

Content length (optional)�The content-length field specifies the number of bytes in the message body. As in HTTP, the count starts immediately after the empty line (double CRLF) separating the header from the message body.

For certificate inquiry, the initiation message typically does not carry a message body. The value of the content-length field is therefore typically zero for certificate registration.

If the content-length field is omitted, the message body (if present) extends from immediately after the double CRLF to the end of the connection.  In the Web case, if the content-length is absent, the CCA shall then indicate the end of the message body by closing the connection after the last byte is transmitted.�� 

LID_CA (optional)�X-SET-LID_CA is an optional field specifying the certificate authority’s label for an ongoing registration transaction. It shall be expressed as a hexadecimal string in ASCII. If provided, this value shall be converted to integer form and copied into the LID_CA field of the certificate inquiry message (CertInqReq).

If this field is not specified, the cardholder software is assumed to have obtained the value of LID_CA through other means. E.g., the cardholder software could ask the cardholder to select which currently outstanding transaction should be the subject of the inquiry.��Continued on next page
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URL fields�Five URL fields are defined.  These are meaningful only in the WWW context and may be omitted in other environments.

The X-SET-SET-URL and X-SET-Query-URL attributes give addresses to be used for sending the SET registration messages and for any subsequent certificate inquiry (CertInqReq) messages.  X-SET-SET-URL is necessary in the WWW environment.  X-SET-Query-URL is optional; if X-SET-Query-URL is not supplied by the CCA, the cardholder software should assume that it is the same as X-SET-SET-URL

The other three URLs specify which WWW pages should be retrieved by the cardholder software after SET is finished: one for the case where the inquiry completes successfully; one for the situation where the cardholder cancels the inquiry; and a third to be used when an error occurs in the processing of the inquiry message. These URLs provide for smooth transition to CCA-controlled WWW pages for each of these three situations.  X-SET-Success-URL is required; the other two are optional.  If X-SET-Failure-URL or X-SET-Cancel-URL are omitted, the cardholder software should assume these are the same as X-SET-Success-URL.

The URL fields may be repeated with different values. If so, the different values are regarded as alternatives, which the cardholder software may choose between as desired. The order of such alternatives does not imply an order of preference.

For example, a CCA that supports SET through HTTP and SSL could specify

X-SET-SET-URL: http://www.CCA.com/registration

X-SET-SET-URL: https://www.CCA.com/registration

WWW-based SET applications should support at least HTTP; other protocols are optional. If HTTP is used, the cardholder software should use the POST method to send encapsulated SET messages to the X-SET-SET-URL and X-SET-Query-URL. The cardholder software is expected (but not required) to use the GET method with the X-SET-Success-URL, X-SET-Failure-URL, and X-SET-Cancel-URL.

The CCA URLs are explicitly allowed to encode state in query strings. Such encoded state may enable generation of success, failure, and cancel pages that are customized for the transaction at hand.�� 

�World Wide Web Operation

 

Introduction�World Wide Web (WWW) service is delivered via the HTTP protocol. HTTP is intended for rapid, interactive applications. It also allows client browsers to request information from and post data to a network based server. During an HTTP transfer, MIME headers are transmitted along with other headers following the initial request/response. This happens before any requested data is transferred. In the HTTP setting, binary data is supported and is the default transfer encoding. Thus, for SET messages, no MIME transfer encoding need be specified.��Continued on next page
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Issues�There are a few issues with regard to WWW support for SET transactions:

Initiation: Because of the mechanics of HTTP, it is most convenient to start the SET helper application in response to data sent by the merchant. By design, SET does not allow payment transactions to be initiated by the merchant. Also, the merchant and the customer need to agree on the order description and the purchase amount prior to the initial exchange. There is no straightforward method for supporting this exchange using SET exclusively.

Browser upstream support: Browser MIME support provides a channel from the merchant, down through the browser, to the SET payment application. It does not provide a similar upstream channel, i.e. there is not a pre-defined method for passing information back from the SET application to the merchant via the cardholder’s browser.

Browser manipulation: The minimal merchant/cardholder mechanism provides for three URLs (Success-URL, Failure-URL, and Cancel-URL), which the cardholder software is expected to retrieve for a smooth transition to the appropriate merchant-controlled WWW page at the end of a payment transaction. For the smoothest transition, the contents of such URLs shall replace the contents of the merchant page that triggered the payment request. However, there is no standardized mechanism for a helper application to either identify the appropriate instance of a browser or cause the browser to retrieve a particular page.

Application state: Browsers may choose to spawn new instances of the SET helper application for each downstream SET message. Therefore, it may not be feasible for the helper application to maintain state by staying “live” through an entire SET transaction. 



Session Timeouts: Under a number of circumstances, SET software operating over HTTP connections may not receive a timely response: The upstream system may be down; a server may be overly loaded; an intervening network connection may be down.   For whatever reason, SET software shall have a rational response to connection and session timeouts.



Retry Limits: Unconstrained use of retries may lead to cases where the retries themselves are a larger problem than whatever necessitated retry initially.  Thus, it is useful to establish limits on the number and frequency of retries for SET software.



Browser caching: One concern for HTTP transport is that many proxy-servers cache HTTP pages between sessions.  Despite all best efforts, this cached data may be occasionally displayed to web users for which it was not intended.  



Diagnostic Logging:  It may be desirable to support a logging mechanism outside the normal SET channel to avoid error message loops.  Unfortunately, firewalls, which often allow HTTP connections, do not usually allow other types of TCP connections – therefore error logging via HTTP may be desirable.  If logging is supported on HTTP connections, software should use a unique URL, negotiated out-of-band, for those errors.  ��Continued on next page
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Initiation and browser upstream support�It is expected that these issues will eventually be resolved through the development of shopping protocols and through internal browser support for SET transactions.  The previous section describes a method for exchanging the Order description and the Amount of the purchase. This mechanism also provides a work around for the initiation problem.

Since there is no standardized channel for passing data upstream from helper applications through browsers, the upstream problem will have to be handled in a platform/ browser dependent fashion. Methods may include operating system supported inter-process communication, manually driven file-based interaction, or browser-dependent client APIs.

If there is no channel for passing data upstream through the browser, the SET helper application may be required to initiate connections to the SET-URL and Query-URL. As HTTP is expected to be a common scheme for such URLs, the SET application may need to initiate HTTP POST requests for SET messages and receive the corresponding HTTP responses. As an HTTP originator, it may also need to deal with firewall-related issues such as proxy support.��

Browser manipulation�The browser manipulation issue will likewise require handling in a platform- and/or browser-dependent fashion. For example, Windows-based browsers may provide OLE automation interfaces that enable retrieval of URLs.

If there is no feasible mechanism for the SET “bolt-on” to cause the browser to retrieve URLs, the “bolt-on” may not be able to support the transition to the Success-URL, Failure-URL, or Cancel-URL. The “bolt-on” is not expected to provide HTML support itself in order to retrieve the transition URLs and display the associated Web pages on its own.��Continued on next page
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Application state�In some environments, it will not be possible to keep the SET “bolt-on” live during the entire SET transaction “lifetime.” Therefore, it may be required that implementations arrange to save state between invocations. It may be possible in some environments to request that the “host” application provide caching for this state. In other environments, the bolt-on will be required to implement all cache management. The solution to caching state will be implementation- and application-specific.

Due to the unspecified nature of the end of a transaction, deletion of cache state may require user intervention. For instance, on the client side, the purchase response (PRes) message may not signal the end of the transaction because it is still possible for the user to request a payment inquiry (InqReq). Note, however, that some applications may require users who request payment inquiry following the purchase response to enter the relevant information (the TransIDs) via the keyboard. Such implementations will need to display this information prior to removing it from the cache.��  

Session Timeouts�For whatever reason, the upstream system in a SET transaction may fail to respond in a timely manner.   SET software should behave rationally in this event.    In the case of the Payment Gateway, the upstream system is the financial network.   Over these connections, the default timeout value shall be thirty seconds.  Timeout policy  (i.e., time until timeout and response in case of timeout) should be configurable on a per connection basis.



In all other cases, timeouts response is less critical.  Since all necessary SET messages are idempotent, SET software may simply resend request messages until a successful response is received.    Duplicate requests will simply be ignored. ��

Retry Limits�Unconstrained use of message retries can result in an excessive burden on SET servers.  This may aggravate whatever problems necessitated message retry to begin with.  In order to avoid this, SET software shall institute the following limitations on message retries on outbound messages:



[need input on limits in terms of number and frequency for each message]

��Continued on next page
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Browser Caching�HTTP service is often provided by means of a proxy mechanism.  In the interest of performance, it is common practice for these proxy servers to cache data over many browser sessions.   For SET, this means that the details of a private transaction may be mistakenly presented to other users of a proxy server that connect to the same merchant. 



A number of methods should be used to mitigate this risk.  Merchants and Acquirers running HTTP servers offering SET services should take appropriate precautions to minimize this risk.  Such precautions include: Using POST instead of GET to collect data from browsers (very effective); Setting page expiration to “Immediate” (very effective); and using the “no-cache” pragma.   In the next version of HTTP (version 1.1), cache control will be included within the HTTP protocol.    SET servers should make appropriate use of these controls.



Below are samples of HTTP headers which implement the immediate expiration and no-cache methods:



Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

��Continued on next page
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Diagnostic log�If SET error messages are used to signal errors in both directions of a connection, there is a danger that two SET systems may enter into an infinite loop of error messages.  To avoid this, it is desirable to have a mechanism in addition to SET Error messages to communicate message failures happening in one of the two directions on the transport connection. The diagnostic log mechanism is intended to provide such a mechanism for the downstream connection.

When diagnostic log messages are sent from merchant to the payment gateways via HTTP, the following method is specified:

�EMBED Unknown���

The merchant shall generate a diagnostic log message when they  receive an HTTP transported SET message that fails basic SET message decoding. Such failures include DER-decoding errors, and failure of signature  verifications.

The merchant shall open a HTTP connection to the payment gateway's diagnostic log URL, send a diagnostic log message as a MIME-encapsulated DER-encoded SET message, and then close the HTTP connection.  The URL shall be negotiated by the merchant and Payment gateway prior to beginning service.

Merchants shall send only one diagnostic log message per HTTP connection.

Payment gateways shall not respond to diagnostic log messages, but shall simply close the HTTP connection once each message is received.

Processing of the diagnostic log message by the payment gateway shall be implementation dependent.  It is strongly recommend that gateways journal such messages in log files.��Continued on next page
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Typical interaction�A typical WWW payment transaction might proceed as follows:��

Step�Action��1�Customer shops at merchant web site, selects goods, negotiates price, and then selects SET as the payment method.��2�Merchant’s server sends the non-SET payment initiation message with the application/set-payment-initiation MIME type to the customer’s browser, thus causing it to start a SET helper application. This message contains the OD and amount of the payment.��3�The SET application presents the OD and amount to the user for verification.  If the cardholder disapproves the OD or amount, the SET application causes the browser to transition to the WWW page given by the Cancel-URL.��4�If the user approves, the SET application authenticates the customer, then allows him or her to select a card account from the electronic wallet.��5�The SET application records the initial transaction data for later use.��6�The SET application creates a PInitReq message, and passes it to the browser via a platform/browser dependent channel. The browser posts the message to the X-SET-SET-URL address with the MIME type application/set-payment.��7�The merchant’s application receives the posted message and processes it.��8�The application creates an appropriate PInitRes and passes it back to the customer via the server as a response to the customer’s post, using the MIME type application/set-payment.��Continued on next page
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�styleref "Block Label"�Typical interaction� (continued)���

Step�Action��9�The browser passes the PInitRes message to the SET application. The SET application extracts the merchant's name and address from the merchant's certificate, shows them to the user, and asks for approval. If that is given, the SET application uses the OD and amount and other information to form the PReq message.  It then updates its records.��10�Using the customer’s browser, the SET application posts the PReq to an application at the merchant server via the customer’s web browser.��11�The merchant’s software processes the PReq.��12�The merchant’s software forms an appropriate PRes and returns it to the customer via the merchant’s web server using the application/set-payment MIME type as the response to the posted PReq.��13�The customer’s browser passes the PRes to the SET application that parses the messages and displays the results.��14�If an error occurred in the processing of the SET protocol, the SET application causes the browser to transition to the WWW page given by the Failure-URL. Otherwise, it causes the browser to retrieve the page given by the Success-URL.�� 

�Electronic Mail Operation

 

Introduction�In the electronic mail case, the supporting protocol is the Simple Mail Transport Protocol (SMTP). In SMTP, the MIME headers appear in the standard SMTP Mail headers at the top of each mail message. �� 

Issues�SMTP based electronic mail has two significant limitations in its ability to support SET transactions:

No binary data: Not all SMTP servers support 8 bit and binary data.

Delayed delivery: Unlike HTTP, SMTP mail delivery does not always occur in a direct source-to-destination fashion.  The SMTP protocol was designed to allow mail delivery even when it was not possible to find a route directly from one host to another or when there were transient network outages. Therefore, mail messages often pass through several intermediate “relay” hosts and sometimes encounter significant delays.  This makes it difficult to support rapid interactive communication via e-mail. 

��Continued on next page
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Resolutions�MIME encapsulation provides a standard method for resolving the binary issue: Each message has a specified transfer-encoding. Base64 is a standard MIME encoding for binary data in non-binary settings. The issue may be resolved by transmitting SET messages in Base64 encoding in the mail case.

To mitigate the effects of delayed delivery, the two initial messages, PInitReq and PInitRes, may be skipped in the electronic mail case with one caveat: the cardholder shall provide the transaction specific merchant values normally provided in the PInitRes message.  This data may be provided via some other media, such as CD-ROM or newspaper ad or created on the cardholder’s machine by custom merchant software, which might be included on a CD-ROM. Consequently, SET applications shall provide a means to manually enter this merchant information in the event that it is provided via an alternative media. Please see the discussion of this transaction flow in Book 2 of this specification.  All SET software shall support the PInit-less option for the purchase transaction flow.

Eliminating these two messages will reduce the number of messages required for a complete SET transaction, and, thereby, reduce the time to complete transaction from beginning to end.��

Initial exchange�As in the Web scenario, the merchant and the cardholder shall coordinate the order description and the amount of the transaction. In the mail case, it is recommended that the cardholder include in the mail both the order description and the amount, using the initiation message described earlier.  This shall be included as a MIME-encapsulated message marked with the SET initialization MIME type, application/set-payment-initiation.  If it is included in the same mail with the PReq message, the mail message shall be a multipart/mixed MIME message containing the SET message in one part and the payment initiation message in another. ��Continued on next page
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Typical interaction�A typical SMTP interaction might proceed as follows:��

Step�Action��1�Using custom-developed merchant software, the customer shops via a CD-ROM based catalog, selects goods, negotiates price, and selects SET as the payment method. The software develops the order description (OD) and total amount.��2�The customer is authenticated and allowed to choose a card account from his or her electronic wallet.��3�The custom-developed merchant software creates a payment initiation message based on the order description and the amount.��4�The custom-developed software creates a PReq message based on the order description, amount, and the chosen account.��5�The custom-developed merchant software then passes the payment initiation message, PReq message, and electronic mail address of the merchant to the customer’s electronic mail application via a messaging API or similar channel.��6�Customer’s mail software encodes the messages in base64 and creates a multipart electronic mail message with headers that contain the merchant’s electronic mail address, message-encoding type (i.e., base64), and message MIME types.��7�Customer’s mail software delivers the mail via the Internet.��8�Merchant receives the mail and detaches the payment initiation and SET messages. Merchant records the order information and amount from the initiation message, then decodes the SET message and processes it.��9�Merchant creates a PRes message, similarly attaches it to an electronic mail message and sends it back to the customer. ��10�The customer’s mail reader receives the mail, decodes the SET message portion back to pure binary form. Based on the message’s MIME type, the mail software invokes the SET helper application on the SET message.��11�The SET application displays the results contained in the PRes message. It extracts the merchant's name and address from the merchant's certificate, and displays them to the user so that the latter can know what organization signed the purchase response.��

�Other Mechanisms

 

Introduction�SET has been designed with the larger electronic commerce picture in mind. Eventually, there will be a need for protocols that support shopping, negotiation, and payment selection. Rather than try to provide these functions internally, SET has been designed to interoperate with other protocols that provide this functionality. �� 

Shopping protocols�This will likely have the affect of interposing other applications between SET payment applications and the network application. For example, cardholders may shop using a shopping protocol and application that allows them to accumulate the OD on their local machine. Upon completing their shopping, they may negotiate the price or the payment method with the merchant via a payment selection protocol and application. In this scenario, the SET application would be invoked by some later application, which would pass it the necessary initiating purchase information. �� 

JEPI�Another scenario is being developed by the Joint Electronic Payment Initiative (JEPI) of CommerceNet and the World Wide Web Consortium (W3C). JEPI explores the technology required to provide negotiation over multiple payment instruments, protocols and transports. It seeks to develop an open, vendor-independent mechanism to allow the merchant and cardholder to select a payment method and smoothly transition between WWW pages and the selected payment protocol.��


