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9.

References in Document:

Clause 7.10

10. Nature of Defect:

a)

b)

11.

The syntax of operationCode in Security Parameters is currently defined as an Object Identifier.
However, Remote Operation Service (ROS) Operation Codes may be either Integer or Object Identifier
and currently all the X.500 operation codes are defined as Integers

Since error codes are not protected a similar attack can occur on error responses to the attack on
operation codes. Where both a successful response and error contains signed Security Parameters with
no extra parameters (e.g. Modify Response and Abandon Error) the unprotected part of a PDU may be
altered to change an error to success without detection.

Solution Proposed by the Source:

In clause 7.10

a)

Replace syntax for operationCode in SecurityParameters to be:
operationCode [6] Code OPTIONAL
Code should be imported from:

Remote-Operations-Information-Objects
{joint-iso-ccitt remote-operations(4) informationObjects(5) version1(0)}

and in the paragraph describing operationCode delete “object identifier’. Also, at end of
paragraph change “or results” to “, results or errors”.

b)

Add to the SecurityParameters syntax:

errorCode [9] Code OPTIONAL

and add the following description:

The errorCode is used to secure the error code where an error is returned in response to
an operation.
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